Information security awareness (ISA) is referred to as a state of consciousness where user ideally committed to the rules, recognize the potentiality, understand the importance of responsibilities and act accordingly. Despite the number of case occurred in information security breaches, especially at knowledge-based institution result from the reluctance of user's failure to comply with security guidelines, such effective measure should take place to anticipate the negative effect. Therefore, more attention is required to understand the roles of individual, institutional and environmental antecedent for optimization in raising the information security awareness. This paper elucidated the roles of its antecedent and measure in influencing ISA of user using survey method that contributes for better understanding by analyzing user perception. From the result, this study identified several important factor impacts to the awareness and its relationship to other factor such as religious indicator can influence peer performance but also social pressure. Thus higher education can focus the policy for encouraging them to have proper response from student and staff in avoiding security incident.
Introduction
Information Security (IS) incidents eventually are still occurring despite the security procedure that is designed by many organizations refer to specific guideline to counter the negative effect, at least to avoid loss. In the end, the organization often struggle from the after effect of an incident which may cause severe damage to the reputation and finances, even it has the potentiality to harm the state of emotion from its staff and customer. Therefore, a series of solution offered by some researchers for this problem to provide certain degree of assurance of the expected results by developing incorporated policy for training program, campaigning and reward system [1] [2] [3] [4] . However, assessing the effectiveness of information security policy and procedure conducted with the workforce is difficult, at certain aspect is complicated. Meanwhile, organizations also have doubt the return on investment of formal security awareness strategy entangled with training, campaigning and reward system [5] . Formal security awareness training may improve the ethical and unethical perceptions of users concerning information technology but as these perceptions are often blurred, the effectiveness of their practice is difficult to monitor. In knowledge-based institution that involved intangible asset to favor specialization, research, innovation and learning, the indicators for evaluation to determine the security awareness strategy meet with expectation become more difficult. But, the effectiveness of these attempts to raise security awareness is questionable, as most employees do not fully comply with organizational security policies and procedure while the organization at certain aspect unwilling to put security awareness strategy in practice properly [6] . Likewise, users often practice unsafe computing behaviors, although it is not with the intention of causing harm. In one study, 49% of the research participants occasionally engaged in risky behavior and 28% did so frequently [7] . Meanwhile, according to a quantitative survey of 435 higher education institutions in the US, only 39% of the examined institutions had applied IS security awareness program, whereas 75% of them view IS security as one of the top three issue confronting the institution activities contradictory [8] .
Another study [9] suggest that both the narcissistic individual and organization develop the identities that are reflected in their policies, procedures, behaviors, values, and beliefs, lead to have certain impacts on the intentions and actions of the employees. These individuals and organizations tend to be selfabsorbed, feel self-important, are obsessed with success and power, lack empathy and exploit others. Based on the analysis of the extant literature [6] [10] [11] , it is evident that existing theoretical developments have been effective in defining the factors that enhance compliance or prevent system abuse. Nevertheless, one of the major limitations of the research thus far is that it addresses the research problem only from an organizational perspective but it has lack in considering the users' perspective. To explain this phenomenon, a study [10] examined the uncertainty college students have concerning what constitutes ethical and unethical behavior using corporate information systems. The results are consistent with expectations for the most part; the students identified most unethical situations correctly. However, they had problems identifying misuse of corporate information technology assets even when proper polices are in place. As a result, the security policy should be aligned with the readiness of user state of perception and emotion, as well as observed the user environment. This study is the continuation of research on implication of roles responsibility in ISA that has technical error and data changes in collection stage [16] . However, this study have objective to improve previous findings by using new data collection in Indonesia let alone Malaysia based on prior experience. This study has purpose to develop new model based on current model to emphasize the importance of individual, institutional and environmental antecedent so it will contribute to explain further the relationship between antecedent and measures for developing information security awareness especially in knowledge based institution.
Hypotheses Development
The following hypotheses were formed based on relevant theories in the literature review, which are TPB and TRA [14] [23] to examine the relationship of towards information security awareness. These hypotheses are derived from understanding the previous study to implement new developed model with the purpose to establish multilevel ISA theory model of awareness that focus on three antecedents consist of individual: Self Attitude (AT), Self Behavior (BV) and Self Cognitive (CT), institutional: Policy Compliance (PC) and Training Program (TP) and environmental: Peer Performance (PP) and Social Pressure (SP) connected directly but separately to three measures are intention to comply (IC), perceived threat (RT) and religious indicator (RI) respectively that have positive impact towards information security awareness in higher education process of teaching and learning.
Individual Antecedents
Commonly, attitudes can be changed through persuasion as a response to communication [24] . Theoretically, a positive attitude towards a behavioral change can be achieved if the driving forces are greater than the resisting forces and vice versa [25] . For example, if an employee starts showing a positive attitude towards various issues in information security, then that employee could be initially rewarded. Next time, only when that employee shows more than a positive attitude and starts showing a part of the desired behavior, then the employee is rewarded again and again. Meanwhile, Skinner [26] points out that even though it might be unlikely to demonstrate that a displayed behavior could be the result of the stimulating environment as a whole, he asserts that it is possible to induce part of the displayed behavior according to certain laws. From empirical evidence shows the positive impact of security policy compliant behavior of peers on the security behavior of others [27] . It has also been shown that direct supervisory security practices and direct co-workers socialization, including conversations and observing the behavior of co-workers increase an employee's attention for organizational policy, which in turn positively affects security compliant behavior [11] . Moreover, if co-workers disapprove of policy violations employees are found to be less likely to do so [20] . Also in the private context it could be empirically proven that family members and peers significantly affect users' intention to behave responsible with regard to computer security [28] . Thus, there is strong evidence that peers affect employees' security behavior. However, we argue that interactions with peers initiate knowledge transfers [29] and consequently increase security strategy-related knowledge.
Cognitive perspectives focus on both trainee knowledge and the processes of knowledge acquisition, organization, and application [30] . All individuals must be trained on how to handle information carefully according to the guidelines and must be trained to become aware of the possible consequences of their actions [31] . Lubinski and Humphreys [32] noted a neglected aspect does not cease to operate because it is neglected and there is no good reason for ignoring the possibility that general intelligence or various more specific cognitive abilities are important causal determinants of decision-making. As reviewed in literature above, intention to comply was strongly related to actual compliance behavior and it is sufficient in predicting behavior because if one's intention to comply is high, that person will comply [6] [11] . Meanwhile, Bulgurcu et al [33] found that the effect of attitude on an employee's intention to comply, explaining 23% of the variance in intentions in both individual and organizational model of compliance. H1. User with a more positive self-attitude towards following security precautions has positive impact towards information security awareness. H2. User with a more positive self-behavior towards following security precautions has positive impact towards information security awareness. H3. User with a more positive self-cognitive towards following security precautions has positive impact towards information security awareness. H4. User with a more positive intention to comply with security mandatory has positive effect towards individual antecedent of information security awareness.
Institutional Antecedents
The development of corporate information security policies (ISPs) is a primary resource of ISS management practices [11] . An ISP can be broadly defined as statements by an organization providing guidance about ISS related responsibilities, rules, and guidelines which prescribe how the IS resources are used properly and in a secure way [35] . Meanwhile, prior research offers contradicting results with regard to the effect of ISPs (Information Security Policies) found that the existence of corporate ISPs to be effective for preventing IS misuse behavior and ascribe this effect to deterrence mechanisms, Lee et al. [35] found that ISPs had no influence on IS misuse behavior. Literature argues that the inconsistent results are due to employees' lack of awareness of security policies [36] [37] . Meanwhile, Marks and Rezqui [1] suggested training and campaign as the best methods to increase understanding about ISA accommodates the uniqueness of specific location and durable of time. The establishment of training also be encouraged to ensure that users are informed and can be accounted liable for IS misconduct. One way to make people become security-conscious is through security awareness training by removing vulnerabilities associated with human behavior [38] . If the workforce has a clearer concept of the damage the organization might sustain in the event of an information security compromise, there should be an improvement in their attitudes toward following policies [19] .
Since people represent one of the biggest threats for the business information, the less trusted people involved in security decisions, the better, because the more trusted people is involved in security decisions, the more weak the system becomes [39] . According to the Information Security Breaches survey [12] almost two thirds of the respondents reported that the worst security incident had an internal cause particularly staff misuse of information systems (47%) in large business. These results are consistent with what is observed in other surveys. For example, according to the CSI survey [13] the top three types of attacks detected in 2007 were insider abuse of Net access (59%) and Virus (52%) and Laptop/Mobile device theft (50%). Perceived severity of the threats to the information system had no role in intended behavior of the information system users. Thus, perceived threat is not viewed as risk that involves both the vulnerability and amount of damage the attack could incur but one dimension ally only in terms of likelihood of an attack [19] . H5. User who perceived policy compliance positively in institution has positive influence towards information security awareness. H6. User who perceived training program positively in institution has positive influence towards information security awareness. H7. User who perceived a security threats higher towards security system has positive effect to institutional antecedent within ISA.
Environmental Antecedents
Researchers have called for the creation of policy to help organizations to influence employee performance in order to better protect organizational information [40] . It is also important that the message and materials of IS training are the same regardless of who the trainer is [41] as well as regularly and continuity to increase the awareness in security performance. Unfortunately, performance is recognized as a major problem in the implementation of information security practices in institution. The engagement of IT knowledge-based institution such as library, human resource or IT division together will strengthen the goals of ISA initiative with detailed responsibilities and plan to obtain the target in developing ISP. However, ISP cannot guarantee a recipe for correct decisions but it provides an integrated perspective on goals, targets, and measures of progress. Therefore, the evaluation from feedback and learning experience is required to measure the performance for the future function such as revise the plan and develop credible measure [16] .
Social environment can influences the shape of person practices, judgment, opinion and belief, whereby it occurs when individual's opinion and action that was affected by other people [42] . It is commonly believed that the close proximity peers, such as friends and friends of friends, have social influence on the joining of a certain group of that node, the effect can also be the other way around, when people get to know others by virtue of their common interests and memberships in the same groups. The final outcome of an idea of social influence in a group of actors is the result of the interpersonal influences between these actors and also actors' susceptibilities to interpersonal influence. Meanwhile, in the context of social network, a qualitative study [43] found that there is strong direct social pressure to join online among American teenagers in addition to their own feeling of being left out if they do not join. Recently, Murray [44] conducted a quantitative study, which was carried out by online survey to investigate the practices and perceptions of students in a Catholic high school about using Internet, it was found that 8 out of 10 aware that information posted online might have an negative effect on their future. Meanwhile, other researcher established an inverse relationship between church attendance and Internet pornography use with persons associated with greater levels of religiosity were found less involved with behavior regarding to sexual addiction [45] [46] . H8. User who has a greater peer performance in environment has greater information security awareness. H9. User who has a greater social pressure in environment has greater information security awareness. H10. User who has a greater religious indicator in environment has positive effect to environmental antecedent of ISA.
Analysis & Result

Instrument
This study will use quantitative methodology, which was survey questionnaire through manual approach as the data collection method by distribution a question paper to student, staff and lecturer with 5 demographic question related to the position, marriage status, age, races and gender with 103 people from Harapan University and North Sumatera University in Medan. Previously, pre-test towards 2 experts has been conducted to evaluate the quality of questionnaire form in term of clarity and simplicity of message. The questionnaire has been divided into 3 categories consist of individual, institutional and environmental context. For individual context has 14 questions, institutional context has 13 questions and environmental context has 12 questions that focused on their antecedent and measure model. It has used Indonesian language to make ease conveying the message for the question statement and 5-likert scales with ticking box for answer method. The question statement (appendix A) in each construct from this survey questionnaire was designed by referring to previous work [27] [47] . The survey results were generated analyzed using smartPLS v2 [49] for the hypothesis model testing and examined for validity and reliability.
Measurement Model Result
Using a two tailed test with significant level of 5%, the path coefficient will be significant if the t-value is larger than 1.96. From the list of indicator from all constructs (table 2), they are total 13 out of 39 with three constructs (PC, RI & IS) have all of three highly significant indicator of outer loadings. Therefore, as the standard of significance p-value that above 0.10 as non-significant (NS) while below 0.10 as weak (*) and then below 0.05 as medium (**) and below 0.01 as strong (***). From the result (appendix B), it listed 9 out of 39 indicators that have non-significant (label 'NS') relationship with the constructs reflectively. Meanwhile, 19 reflective indicators have strong significant influence to their construct as well as 3 weak and 8 medium significant indicators respectively. To find the indicator of reliability value through checking square each of the outer loadings which preferable value more or equal to 0.7, therefore if it is an exploratory research, 0.4 or higher is acceptable [50] . From the result, there are 7 outer loading values that have not met the standard, which has lower value consist of BV3 (0.152), CT1 (0.064), IC1 (-0.052), IC3 (0.222), PP4 (0.200), SP2 (0.234) and SP5 (0.380).
Structured Model Result
The result (appendix C) shows that the interrelationship of AT to IS has non-significant value (p=0.2773), so the other two individual antecedent those are BV (p=0.2343) and CT (p=0.195) with table value of 1.96 (95% CI) and degree of freedom > 100. Likewise, they posits the indication that individual antecedent has direct insignificant on Information Security Awareness. Manually, t value can be calculated with path coefficient divided by the standard errors. Based on t value, AT changes in direct proportion to IS with coefficient of 0.1282, which indicates that a 100 points change in AT will bring 12.82 changes in IS positively. In contrast, BV has coefficient of -0.1285, which indicates that a 100 points changes in BV will bring 0 points changes in IS as it have no impact at all due to negative value. Besides that, SP also has negative direction with coefficient of -0.089 and p value of 0.49 that clearly indicated insignificant relationship as well as has no impact to point changes in IS. On the other hand, last construct in individual antecedent CT has coefficient of 0.1761 has the indication that a 100 points change in CT will be bring 17.61 changes in IS positively. As shown in table 2, four constructs relationship has a strong significant influence wherein RI has p value of 0.004 to PP and 0.0006 to SP. Further, PP and TP also has a strong significant influence to IS with p value 0.012 and 0.001 respectively. Only two constructs relationship has weak significant influence, which are IC to BV with p value of 0.05 and RT to PC with p value of 0.08 while IC to AT has medium significant influence with p value of 0.049.
Validity and Reliability
The coefficient of determination (R 2 ) is 0.3795 for the IS endogenous latent variable meant that the antecedent (individual, institutional and environmental) slightly explain 37.95% of the variance in IS. The discriminate validity is adequate when constructs have an AVE loading greater than 0.5 meaning that at least 50% of measurement variance was captured by the construct, while for composite reliability should be 0.7 or higher, while in exploratory research 0.6 or higher is acceptable [51] . On the other hand, to establish discriminant validity, Fornell and Larcker [52] suggest the square root of AVE in each latent variable should be higher than other correlation values among the latent variable. From the result (appendix E), it listed that all the square root of AVE construct has larger value than those in row and column of correlation values with RI (0.772) has highest number above all, while IC (0.507) became the lowest. It means that the table result indicates that discriminant validity is well established. For the effect size of each construct IS is the large impact with r more than 0.5 while SP and AT are medium impact with r more than 0.3. Meanwhile, goodness of fit has been developed as an overall measure of model fit for PLS-SEM, but it cannot reliably distinguish valid from invalid models and since its applicability is limited to certain model setup, researcher should avoid its use [53] .
Research Hypothesis
From the result, surprisingly, individual antecedent does not appear to be a valid reflective construct in this research and was found insignificant contributor to the latent variable information security awareness (IS). Meanwhile, the other antecedent relationships of exogenous construct to IS variable partially consistent with Haeussinger and Kranz [47] work, even though policy compliance (PC) and social pressure (SP) have non-significant relationship with IS but training program (TP) and peer performance (PP) have strong significant relationship. Despite the non-significant individual antecedent on IS, intention to comply as a measure has medium significant influence with self-attitude (AT) and weak significant influence to behavior (BV) but not with self-cognitive (CT).
H1. The effect of AT on IS has path coefficient 0.13 (p=0.28), 95% CI [0.36, -0.1] which does not significant but positively influence so null hypotheses 1 can be rejected.
H2.
The effect of BV on IS has path coefficient -0.13 (p=0.23), 95% CI [0.08, -0.34] which does not significant but negatively influence so it failed to reject null hypotheses 2.
H3. The effect of CT on IS has path coefficient 0.18 (p=0.19), 95% CI [0.44, -0.08] which does not significant but positively influence so null hypotheses 3 can be rejected.
H4. The effect of IC on individual antecedents has path coefficient for AT 0.42 (p=0.04), 95% CI (0.83, 0.006) which does significant positively in moderate level, while for BV 0.37 (p=0.05), 95% CI (0.74, -0.007) also does significant positively but in weak level and for CT 0.09 (p=0.7), 95% CI (0.57, -0.39) does not significant but positively influence so null hypotheses 4 can be rejected.
H5. The effect of PC on IS has path coefficient 0.03 (p=0.77), 95% CI [0.29, -0.21] which does not significant but positively influence so null hypotheses 5 can be rejected.
H6. The effect of TP on IS has path coefficient 0.35 (p=0.001), 95% CI (0.51, 0.06] which does significant positively in very strong level so null hypotheses 6 can be rejected.
H7. The effect of RT on institutional antecedents has path coefficient for PC 0.3 (p=0.08), 95% CI (0.64, -0.04) which does significant positively in weak level while for TP 0.22 (p=0.17), 95% CI (0.53, -0.09) does not significant but positively influence so null hypotheses 7 can be rejected.
H8. The effect of PP on IS has path coefficient 0.29 (p=0.01), 95% CI (0.51, 0.06] which does significant positively in strong level so null hypotheses 8 can be rejected.
H9. The effect of SP on IS has path coefficient -0.09 (p=0.49), 95% CI (0.16, -0.34) which does not significant but negatively influence so it failed to reject null hypotheses 9.
H10. The effect of RI on environmental antecedent has path coefficient for PP 0.31 (p=0.004), 95% CI (0.51, 0.07) which does significant positively in very strong level while for SP 0.43 (p=0.0006), 95% CI (0.66, 0.19) also does significant positively in very strong level so null hypotheses 10 can be rejected.
Conclusion
This study investigates the possibility of the incorporation of individual, institutional and environmental as reflective construct that connect to information security awareness. To shape the human perception to meet the goal and expectation to have good quality of security state that have principle of transferability and readability; set of strategy should be developed and preferable environment should be prepared. Importantly by understanding the human factor within the framework, their perceptions of and motives for compliance in management of information security can help the user to know the type of preventative actions taken and reduce the number of security related incidents. The intention of having security policy was not to persuade users but to convince them, by letting the users reflect, on their own terms, on why information security is important and on how to react in certain circumstances. Emphasizing the role and responsibility the individual user has in information security should personalize information security awareness and encourage personal ownership the information systems integrity and security and increase overall vigilance [19] . Interestingly, the religious indicator and training program factor based on user perspective play important role to increase ISA in higher education. 
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